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DEAR READER,



In my new role as CEQ of Capco, | am very pleased to welcome
you to the latest edition of the Capco Journal, titled Balancing
Innovation and Control.

The financial services and energy sectors are poised for
another transformative year. At Capco, we recognize that this is
a new era where innovation, expertise, adaptability, and speed
of execution will be valued as never before.

Success will be determined based on exceptional strategic
thinking, and the ability to leverage innovative new technology,
including GenAl, while balancing a laser focus on risk and
resilience. Leaders across the financial services and energy
industries recognize the transformative benefits of strong
governance while needing to find the optimal balance between
innovation and control.

This edition of the Capco Journal thus examines the critical
role of balancing innovation and control in technology, with
a particular focus on data, Al, and sustainability, with wider
corporate governance considerations. As always, our authors
include leading academics, senior financial services executives,
and Capco’s own subject matter experts.

| hope that you will find the articles in this edition truly thought
provoking, and that our contributors’ insights prove valuable,
as you consider your institution’s future approach to managing
innovation in a controlled environment.

My thanks and appreciation to our contributors and our readers.

Annie Rowland, Gapco CEQ
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-ROM PATTERN REGOGNITION
ECISION-MAKING FRAMEWORKS:

MENTAL MODELS AS A GAME-CHANGER
FOR PREVENTING FRAUD

LAMIA IRFAN | Applied Research Lead, Innovation Design Labs, Capco

ABSTRACT

In the ever-evolving fraud prevention landscape, mental models are emerging as a game-changer. By serving as cognitive
frameworks that guide our understanding and interpretation of fraudulent activities, mental models enable financial
institutions to elevate their fraud prevention efforts. This article explores the role of mental models in preventing fraud,
from pattern recognition to decision-making frameworks, highlighting their significance in safeguarding assets and

enhancing efficacy.

1. INTRODUCTION

The global cost of fraud, encompassing losses, prevention
measures, and staffing expenses, has been estimated to be
around U.S.$5.4 trillion [Cox (2023)]. This poses a substantial
hurdle for financial institutions, given that they must navigate
regulatory mandates, ethical dilemmas related to artificial
intelligence (Al), and intricate legacy systems. To combat
fraud effectively, understanding the underlying mechanisms
and motivations driving fraudulent activities is essential.
In recent years, mental models have gained traction as
powerful tools for enhancing fraud prevention strategies. By
leveraging cognitive frameworks, financial institutions can
gain deeper insights into fraud patterns, enabling proactive
detection and mitigation.

2. DEFINITION OF FRAUD

In its simplest form, fraud involves a falsehood and a financial
gain. Financial fraud encompasses a wide range of deceptive
practices aimed at gaining an unfair advantage or financial
benefit. According to Reurink (2018), financial fraud involves
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the deliberate or reckless dissemination of false, incomplete, or
manipulative information related to financial goods, services,
or investment opportunities, violating legal stipulations.

2.1 Understanding the complex world of fraud

The insurance industry in the U.K. serves as a microcosm
of the challenges posed by fraud, with significant financial
implications. The insurance industry has long grappled
with the daunting issue of fraud, a problem underscored by
recent statistics. In 2022, the industry incurred £1.1 billion
(approximately U.S.$1.4 hillion) in costs, mirroring figures
from 2021 and 2020 [ABI (2022)]. Yet, there is a noteworthy
decline of 19% in the number of detected fraud cases. Adding
to the complexity, the average value per fraud has surged by
20% to £15,000, emphasizing the evolving nature of this
challenge.

To compound the issue, fraud represents over 40% of all
reported crimes in England and Wales [NCA (2023)]. However,
underreporting remains a concern, with just 43% of fraud
victims reporting their cases. Perceptions of triviality, concerns
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about privacy, or independent resolution attempts, deter many
from reporting. The consequences of insurance fraud ripple
across the industry, escalating costs for insurers, leading to
higher policyholder premiums, eroding trust, and posing a
threat to the industry’s stability.

Even though U K. organizations invest an average of £600,000
(approximately U.S.$ 750,000) annually in cybersecurity for
fraud prevention, the problem persists.

2.2 Types of fraud

Fraud can take various forms, including hard fraud and soft
fraud. Hard fraud involves premeditated schemes aimed at
claiming payments for covered losses, often orchestrated
by organized crime syndicates. Soft fraud, on the other
hand, entails opportunistic behaviors such as exaggerating
legitimate claims for personal gain. Frauds encompass a range
of deceptive practices, including false financial disclosures,
financial scams, and financial mis-selling.

« False financial disclosures, entailing deceptive
statements about entities’ financial status, sow an illusion
of transparency while exacerbating information asymmetry
[Black (2006)]. In the insurance industry, the prevalence
of fraud, particularly arising from false disclosures during
applications and claims, has intensified amidst the
ongoing cost of living crisis. Between March 2022 and
April 2023, opportunistic fraud cases surged by 61%, with
motor insurance fraud comprising 51% of these cases
and property insurance fraud 29%. The repercussions
are severe, leading to higher premiums, policy voidances,
claim delays or denials, increased financial burdens for
honest policyholders, and legal consequences such as

criminal charges, fines, and reputational damage.

In financial scams, fraudsters deceive individuals

into voluntarily participating and handing over funds

or sensitive information. They rely on lies and fabricated
facts, inducing victims to make decisions based on false
promises or threats [Pressman (1998)].

Fraudulent financial mis-selling refers to manipulative
marketing or selling of financial products, knowing

that they are unsuitable for the consumer’s needs.

Unlike financial scams, mis-selling practices involve
suggestive communication that creates misleading
impressions [Pressman (1998)].

2.3 The fraud triangle

The fraud triangle, conceptualized by Donald Cressey in the
1950s, provides valuable insights into the psychological and
situational factors driving fraudulent behavior. At its core, the
fraud triangle consists of three key elements: opportunity,
pressure, and rationalization (Figure 1). These elements offer
a framework for understanding how individuals justify and
engage in fraudulent activities.

Rationalization, one of the components of the fraud triangle, is
particularly relevant to mental models. It involves the cognitive
processes through which individuals justify or excuse their
fraudulent behavior, often by minimizing its moral or ethical
implications. Fraudsters employ various rationalizations to
justify their actions, portraying themselves as victims of
circumstances or viewing their behavior as necessary given
perceived unfairness or inadequacy. This aspect of the fraud
triangle highlights the role of cognitive frameworks or mental

Figure 1: The fraud triangle

Rationalization: an individual’s logic that
justifies committing the fraud (in their mind)
(“Everyone does it. I've faithfully paid my
premiums for decades without ever filing a
claim... now it's my opportunity to collect.”)

®

RATIONALIZATION

THE FRAUD

Opportunity: the ability to commit the fraud
(e.g., automated claims settlement process)

Pressure: the motivation to commit the fraud
(e.g., financial distress)

TRIANGLE

=

OPPORTUNITY

Source: Cressey (1953)
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models in shaping individuals’ perceptions and decisions.

Similarly, the pressure component of the fraud triangle
underscores the impact of external or internal forces that
compel individuals to commit fraud. These pressures may
include financial difficulties, personal crises, or unrealistic
performance expectations. Mental models, which guide
individuals’ understanding and interpretation of the world
around them, can influence how they perceive and respond
to these pressures, potentially leading them to rationalize
fraudulent behavior as a means of coping with or alleviating
these pressures.

3. EXPLORATION OF MENTAL MODELS
IN FRAUD PREVENTION

Mental models serve as cognitive frameworks that help
individuals understand and navigate complex situations,
playing a crucial role in fraud prevention.

Within the realm of behavioral science, a mental model is a
cognitive framework or representation that individuals use to
understand the world, make sense of information, and interpret

their experiences. It encompasses beliefs, assumptions,
perceptions, and knowledge structures that influence how
people perceive, analyze, and respond to situations. Mental
models help individuals organize information, predict
outcomes, and make decisions by providing a simplified and
structured representation of complex phenomena or systems.
To gain a comprehensive understanding of the mental models
at play in fraud, it is essential to consider it at the micro, meso,
and macro levels (Figure 2).

3.1 Internal factors: The micro perspective

Understanding fraud at a micro level entails analyzing
demographic profiles, personality types, motivations, internal
pressures, and rationalizations.

3.1.1 DEMOGRAPHIC PROFILE OF FRAUDSTERS

This involves scrutinizing age, gender, and ethnicity to gain
insights into those involved in white-collar crimes. Typically,
white-collar criminals are individuals over 40, predominantly
male, and of white ethnicity. They often hold positions such as
company owners or officers, with socio-economic standings
significantly above the national average [Gekoski et al. (2022)].

Figure 2: Mental model framework

External
Internal

EXTRINSIC
MOTIVATIONS
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MOTIVATIONS
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Our mental model framework looks at internal and external drivers that influence the ways in which we think and act. It outlines the complexities and interconnections
between different drivers that, when understood and addressed, support development of human-centric product designs.
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3.1.2 PERSONALITY CHARACTERISTICS

Fraudsters exhibit distinct traits such as overconfidence,
cultural hedonism, narcissistic personality disorder, and
a lack of self-control. Their behavior is often driven by
a strong business mindset prioritizing competence and
success, motivated by personal gain and the desire to
outperform competitors. They often rationalize their actions,
focusing on short-term benefits without considering larger
ethical ramifications.

3.1.3 RATIONALIZATIONS

Rationalizations for fraud often include the “Robin Hood”
ideology, where perpetrators justify their actions as
redistributing wealth from the rich to the needy. Additionally,
some individuals perceive fraud as a victimless crime,
minimizing the harm inflicted on faceless entities like
corporations. However, these rationalizations overlook
the moral implications and real-world consequences of
fraudulent behavior, perpetuating unethical actions in
financial transactions.

3.1.4 OCCUPATIONAL POSITIONS

Exploring the professional roles held by fraudsters, including
company owners or officers, and their socio-economic status,
provides further insights into their behaviors.

3.1.5 MOTIVATIONS FOR FRAUD

Fraudsters’ motivations often exceed mere greed, as they
harbor intrinsic desires for recognition and respect alongside
financial gain. They may perceive their schemes as legitimate
ventures akin to entrepreneurial pursuits [Frankel (2012)],
fostering an illusion of trustworthiness crucial for successful
investment scams [Stolowy et al. (2014)]. This mindset may
also lead operators to overlook unsustainable elements within
their schemes [Naylor (2007)].

3.1.6 PSYCHOLOGICAL PRESSURES

Internal pressures, such as the fear of failure and potential loss
of status, are key drivers pushing individuals toward fraudulent
activities. Motivations for white-collar fraudsters are complex,
often fueled by a combination of factors including greed, a
desire for social likability, and pressure to maintain an image
of success.
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3.2 External factors: The meso and
macro perspective

Examining fraud from a meso and macro perspective involves
analyzing affinity networks, opportunities for fraud, perceived
risk and reward, control mechanisms, and socio-political and
economic influences.

3.2.1 AFFINITY NETWORKS

Analysis of social, business, or personal networks used by
fraudsters to identify co-conspirators and victims, fostering a
sense of trust and familiarity [Stolowy et al. (2014)].

3.2.2 OPPORTUNITIES FOR FRAUD

Identification of factors such as unmonitored access to
resources and unsuspecting victims that create opportunities
for fraudulent activities. Access to vulnerable victims is
facilitated through various means, such as “lead lists” or
“mooch lists” readily available online for a nominal fee [Baker
and Faulkner (2003), Nash et al. (2013)].

3.2.3 PERCEIVED RISK AND REWARD

Understanding how fraudsters perceive fraud schemes as
“low-risk and high-return activities”, influencing their decision
to engage in fraudulent acts.

3.2.4 CONTROL MECHANISMS

Examination of the role of law enforcement agencies, regulatory
bodies, auditors, and cybersecurity experts in detecting and
combating fraud. Inadequate oversight, including failures by
external auditors and regulatory authorities, can enable scams
to thrive [Geis (2013), Shapiro (2013), Markopolos (2010)].

3.2.5 SOCIO-POLITICAL AND ECONOMIC INFLUENCES

Analysis of socio-political trends, such as the cost-of-living
crisis, housing shortages, and market dynamics, reveals
potential drivers behind individuals resorting to fraud as
a means of coping with financial challenges or gaining a
competitive edge. Moreover, societal norms emphasizing
success over ethical acquisition may incentivize individuals
to prioritize financial gain regardless of the means [Trahan et
al. (2005), Young (2013)]. Fraudsters adeptly exploit financial
market opacity, particularly in hedge funds, leveraging
technological advancements like the Internet to maintain
anonymity [Frankel (2012), Blois (2013), Shapiro (2013),
Stolowy et al. (2014)].
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3.3 Fraudster personas

Mental models play a crucial role in shaping personas of
fraudsters. Three prevalent archetypes are presented: the
opportunistic fraudster, the con artist, and the trusted insider.

3.3.1 THE OPPORTUNISTIC FRAUDSTER

Opportunistic fraudsters are often seemingly law-abiding
citizens. Their offenses typically involve spur-of-the-moment
decisions, lacking deliberate attempts to target insurers.
Instead, they stem from chance occurrences and the pressing
need or desire for money. Such opportunities arise during
legitimate claims processes, when introduced by others, when
the fraud is relatively straightforward, or when the fraudster is
emotionally unstable. The primary driver for these individuals
is financial gain, often overshadowing their consideration of
risk factors. Moreover, fraud is seen as an easily committed
and justifiable crime, with a low risk of detection and limited
police interest.

3.3.2 THE CON ARTIST

Despite their charming facade, con artists frequently
demonstrate a lack of empathy, often deflecting responsibility
onto their victims [Lewis (2012), Frankel (2012)]. Motivated by
grandiose visions of success, they perceive their fraudulent
ventures as legitimate businesses, effectively gaining the
trust of unsuspecting investors [Frankel (2012), Stolowy et
al. (2014)]. Scammers employ various deceptive tactics, such
as exploiting trusted brand names, while preying on victims’
emotional vulnerabilities, particularly greed and the desire for
quick financial gains, often creating a false sense of urgency
in their schemes. Genuine financial scams follow a structured
approach, targeting individuals with high disposable incomes
or financial vulnerabilities through promises of high returns
or threats of financial consequences if they do not comply.
Additionally, in romance scams, con artists utilize tactics such
as mirroring, where they mimic their victims’ personalities,
preferences, and emotions to establish a false sense of
intimacy and trust, ultimately exploiting their emotional
vulnerabilities for financial gain.

3.3.3 THE TRUSTED INSIDER

Internal fraudsters often fit a profile of middle-aged white
males in stable white-collar positions, as owners or officers
in their companies, enjoying above-average Socio-economic
status [Gekoski et al. (2022)]. The link between age and
white-collar crime lies in opportunity, as it takes time to
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attain positions conducive to large-scale offenses. A common
trait shared among offenders, regardless of their status, is
salesmanship — the ability to earn trust and manipulate others,
essential for both legitimate success and fraudulent activities.

Two paths diverge among offenders: one group climbs the
corporate ladder through hard work and salesmanship but finds
ethical compromises necessary for continued advancement,
while the other achieves success but faces financial pressures
that lead to fraudulent behavior to maintain their lifestyle. This
latter group may feel genuine remorse for their actions once
exposed, driven not by ego but fear of failure.

4. USING SITUATIONAL CRIME
PREVENTION TO COMBAT FRAUD

Situational crime prevention is an approach to crime prevention
that focuses on manipulating the immediate environment
in which crimes occur to reduce opportunities for criminal
behavior and increase the perceived risks and difficulties
for potential offenders [Freilich and Newman (2017)]. This
approach recognizes that crime is often opportunistic and
influenced by environmental factors, such as the design of
physical spaces, the presence of security measures, and the
routines of potential targets (Figure 3).

Figure 3: Situational crime prevention

INCREASE
EFFORT

REDUCE
PROVOCATIONS

Situational crime prevention focuses on addressing the immediate situational
factors that contribute to fraudulent activities, aiming to create environments
that are less conducive to fraud and more challenging for fraudsters to exploit.
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Key principles of situational crime prevention involve
manipulating the immediate environment to deter criminal
behavior. These tactics include:

¢ Increase effort: implementing measures that make
committing fraud more difficult by adding obstacles or
increasing the effort required. This could involve enhancing
security measures such as multi-factor authentication,
encryption protocols, or identity verification processes to
create barriers and deter fraudulent activities.

« Increase risk: enhancing the perceived risk of engaging
in fraudulent behavior by increasing the likelihood of
detection, apprehension, or punishment. This might
include deploying advanced fraud detection algorithms,
conducting regular audits and reviews, or collaborating
with law enforcement agencies to investigate and
prosecute offenders, thereby making fraudsters feel more
exposed and vulnerable to consequences.

Reduce reward: decreasing the potential benefits or
gains of engaging in fraudulent activities to make it less
appealing. Strategies might include implementing stringent
financial controls, conducting thorough background
checks on employees and vendors, or enhancing customer
verification processes to mitigate the incentives for
fraudulent transactions or schemes.

Reduce provocations: minimizing factors that might
provoke or incentivize fraudulent behavior. This could
involve implementing fraud awareness and training
programs for employees and customers, enhancing
internal controls and oversight mechanisms, or improving
communication channels to address grievances and
concerns effectively, thereby reducing the likelihood of
individuals resorting to fraud as a response to perceived
injustices or pressures.

By applying these principles, situational crime prevention
aims to modify the immediate context in which crimes occur,
making criminal behavior less attractive or feasible while
promoting safer and more secure environments for individuals
and communities.

Overall, situational crime prevention emphasizes proactive
measures to modify the immediate environment in ways that
discourage criminal behavior and promote community safety.
To counteract these cognitive biases and rationalizations,
situational crime prevention strategies leverage mental
models to disrupt the perceived benefits of fraud and increase
the perceived risks and difficulties for potential offenders.
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This may involve implementing controls and safeguards
within financial systems and processes to increase the
effort required to commit fraud, enhancing surveillance and
monitoring to increase the risks of detection, and promoting
a culture of accountability and integrity to remove excuses for
criminal behavior.

Furthermore, situational crime prevention in the context of
fraud utilizes mental models to inform the design of intervention
strategies that target specific situational factors associated
with fraudulent activities. By understanding the cognitive
processes and decision-making patterns of fraudsters,
organizations can develop tailored prevention measures that
address the underlying motivations and environmental cues
that contribute to fraud.

In essence, situational crime prevention for fraud recognizes
the interplay between cognitive factors, environmental
conditions, and criminal behavior, and seeks to manipulate
the situational context to deter fraud and promote ethical
conduct. By leveraging mental models to understand the
cognitive processes underlying fraud, organizations can
implement targeted interventions that effectively disrupt
the mechanisms driving fraudulent activities and safeguard
against financial losses.

5. UTILIZING MENTAL MODELS
WITHIN FINANCIAL SERVICES

Mental models facilitate pattern recognition, anomaly detection,
decision making, behavioral analysis, and collaboration among
financial institutions and law enforcement agencies.

o Pattern recognition and anomaly detection: mental
models play a crucial role in financial crime prevention,
particularly in pattern recognition and anomaly detection.
By employing advanced algorithms and machine learning
techniques, institutions can analyze financial data in real-
time to identify suspicious patterns and deviations from
normal behavior. This enables proactive measures to be
taken to prevent fraudulent activities before they escalate.

Decision-making frameworks: mental models

provide decision-making frameworks that guide fraud
investigators and analysts in taking appropriate action.
These frameworks consider various factors, including the
severity of the fraud, the likelihood of false positives, and
the impact on legitimate customers. By incorporating risk-
based decision-making principles, financial institutions can
prioritize their resources effectively and respond to fraud
incidents promptly.
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Behavioral analysis and psychometric profiling:

in addition, mental models excel in behavioral analysis
and psychometric profiling, aiding in the identification of
potential perpetrators as well as vulnerable victims. By
analyzing behavioral patterns and personality traits of
fraudsters and victims alike, institutions can tailor their
detection methods to effectively mitigate specific threats.

Service design: in service design, mental models can
enhance the creation of customer journeys. This involves
integrating prompts and pauses to stimulate ethical
reflection among customers as they navigate through
the journey. By encouraging individuals to pause and
contemplate the broader consequences of their actions,
they can develop a deeper awareness of the ethical
implications inherent in their decisions. This approach
fosters a more responsible and socially conscious
customer experience. Service staff can also undergo
training to identify victim vulnerabilities and tactics
employed by fraudsters.

Collaborative intelligence and information sharing:
mental models facilitate collaborative intelligence and
information sharing among financial institutions and law
enforcement agencies. By sharing data and insights,
organizations can collectively identify emerging fraud
trends, share best practices, and coordinate their efforts to
combat fraud more effectively. This collaborative approach
enables institutions to leverage the collective expertise and
resources of the entire ecosystem, leading to more robust
fraud prevention measures.
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» Continuous learning and adaptation: finally, mental
models enable continuous learning and adaptation in
response to evolving fraud threats. By analyzing past
incidents and identifying areas for improvement, financial
institutions can refine their fraud prevention strategies and
stay ahead of emerging threats. This iterative process of
learning and adaptation is essential for maintaining the
effectiveness of fraud prevention measures in a rapidly
changing environment.

6. CONCLUSION

Most organizations have traditionally focused their fraud
strategies on detection and prevention measures, often
relying on technological solutions and procedural controls.
However, by incorporating mental models into their
approach, organizations can gain deeper insights into the
motivations, behaviors, and psychological factors driving
both fraudsters and victims. Understanding the cognitive
biases, decision-making processes, and situational factors
that influence individuals involved in fraudulent activities
can help organizations develop more effective strategies for
detecting, mitigating, and responding to fraud. By adopting
a behavioral science perspective and leveraging mental
models, organizations can enhance their fraud strategies by
addressing root causes, designing targeted interventions, and
fostering a culture of vigilance and resilience.
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ABOUT CAPCO

Capco, a Wipro company, is a global technology and management consultancy focused in the
financial services industry. Capco operates at the intersection of business and technology by
combining innovative thinking with unrivalled industry knowledge to fast-track digital initiatives
for banking and payments, capital markets, wealth and asset management, insurance, and the
energy sector. Capco’s cutting-edge ingenuity is brought to life through its award-winning Be
Yourself At Work culture and diverse talent.

To learn more, visit www.capco.com or follow us on Facebook, YouTube, LinkedIn and Instagram.
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