THE GAPGO INSTITUTE

JOURNAL

OF FINANCIAL TRANSFORMATION

GOVERNANGE OF TECHNOLOGY

Revolutionizing data governance
for Al large language models

XAVIER LABRECQUE ST-VINCENT
VARENYA PRASAD

—

BALANCING

INNOVATION & CONTROL

#59 JUNE 2024




THE CAPGO INSTITUTE

JOURNAL OF FINANCIAL TRANSFORMATION

Editor
Shahin Shojai, Global Head, Capco Institute

Advisory Board

Lance Levy, Strategic Advisor
Owen Jelf, Partner, Capco
Suzanne Muir, Partner, Capco
David Oxenstierna, Partner, Capco

Editorial Board

Franklin Allen, Professor of Finance and Economics and Executive Director of the Brevan Howard Centre, Imperial
College London and Professor Emeritus of Finance and Economics, the Wharton School, University of Pennsylvania
Philippe d’Arvisenet, Advisor and former Group Chief Economist, BNP Paribas

Rudi Bogni, former Chief Executive Officer, UBS Private Banking

Bruno Bonati, Former Chairman of the Non-Executive Board, Zuger Kantonalbank, and President, Landis & Gyr Foundation
Dan Breznitz, Munk Chair of Innovation Studies, University of Toronto

Urs Birchler, Professor Emeritus of Banking, University of Zurich

Elena Carletti, Professor of Finance and Dean for Research, Bocconi University, Non-Executive Director, UniCredit S.p.A.
Lara Cathcart, Associate Professor of Finance, Imperial College Business School

Géry Daeninck, former CEO, Robeco

Jean Dermine, Professor of Banking and Finance, INSEAD

Douglas W. Diamond, Merton H. Miller Distinguished Service Professor of Finance, University of Chicago

Elroy Dimson, Emeritus Professor of Finance, London Business School

Nicholas Economides, Professor of Economics, New York University

Michael Enthoven, Chairman, NL Financial Investments

José Luis Escriva, President, The Independent Authority for Fiscal Responsibility (AIReF), Spain

George Feiger, Pro-Vice-Chancellor and Executive Dean, Aston Business School

Gregorio de Felice, Head of Research and Chief Economist, Intesa Sanpaolo

Maribel Fernandez, Professor of Computer Science, King’s College London

Allen Ferrell, Greenfield Professor of Securities Law, Harvard Law School

Peter Gomber, Full Professor, Chair of e-Finance, Goethe University Frankfurt

Wilfried Hauck, Managing Director, Statera Financial Management GmbH

Pierre Hillion, The de Picciotto Professor of Alternative Investments, INSEAD

Andrei A. Kirilenko, Reader in Finance, Cambridge Judge Business School, University of Cambridge

Katja Langenbucher, Professor of Banking and Corporate Law, House of Finance, Goethe University Frankfurt
Mitchel Lenson, Former Group Chief Information Officer, Deutsche Bank

David T. Llewellyn, Professor Emeritus of Money and Banking, Loughborough University

Eva Lomnicka, Professor of Law, Dickson Poon School of Law, King’s College London

Donald A. Marchand, Professor Emeritus of Strategy and Information Management, IMD

Colin Mayer, Peter Moores Professor of Management Studies, Oxford University

Francesca Medda, Professor of Applied Economics and Finance, and Director of UCL Institute of Finance

& Technology, University College London

Pierpaolo Montana, Group Chief Risk Officer, Mediobanca

John Taysom, Visiting Professor of Computer Science, UCL

D. Sykes Wilford, W. Frank Hipp Distinguished Chair in Business, The Citadel

1/



CONTENTS

GOVERNANCE OF TECHNOLOGY

08

20

26

32

40

50

56

60

70

Data and Al governance
Sarah Gadd, Chief Data Officer, Bank Julius Baer

“Data entrepreneurs of the world, unite!” How business leaders should react to the emergence
of data cooperatives

José Parra-Moyano, Professor of Digital Strategy, IMD

Revolutionizing data governance for Al large language models
Xavier Labrecque St-Vincent, Associate Partner, Capco
Varenya Prasad, Principal Consultant, Capco

Municipal data engines: Community privacy and homeland security
Nick Reese, Cofounder and COO, Frontier Foundry Corporation

Human/Al augmentation: The need to develop a new people-centric function to fully benefit from Al
Maurizio Marcon, Strategy Lead, Analytics and Al Products, Group Data and Intelligence, UniCredit

Building FinTech and innovation ecosystems

Ross P. Buckley, Australian Research Council Laureate Fellow and Scientia Professor, Faculty of Law and Justice, UNSW Sydney

Douglas W. Arner, Kerry Holdings Professor in Law and Associate Director, HKU-Standard Chartered FinTech Academy,
University of Hong Kong
Dirk A. Zetzsche, ADA Chair in Financial Law, University of Luxembourg

Lucien J. van Romburg, Postdoctoral Research Fellow, UNSW Sydney

Use and misuse of interpretability in machine learning

Brian Clark, Rensselaer Polytechnic Institute
Majeed Simaan, Stevens Institute of Technology
Akhtar Siddique, Office of the Comptroller of the Currency

Implementing data governance: Insights and strategies from the higher education sector
Patrick Cernea, Director, Data Strategy and Governance, York University, Canada
Margaret Kierylo, Assistant Vice-President, Institutional Planning and Chief Data Officer, York University, Canada

Al, business, and international human rights
Mark Chinen, Professor, Seattle University School of Law



GOVERNANCE OF SUSTAINABILITY

82 Government incentives accelerating the shift to green energy
Ben Meng, Chairman, Asia Pacific, Franklin Templeton
Anne Simpson, Global Head of Sustainability, Franklin Templeton

92 Governance of sustainable finance
Adam William Chalmers, Senior Lecturer (Associate Professor) in Politics and International Relations, University of Edinburgh
Robyn Klingler-Vidra, Reader (Associate Professor) in Entrepreneurship and Sustainability, King’s Business School
David Aikman, Professor of Finance and Director of the Qatar Centre for Global Banking and Finance, King’s Business School
Karlygash Kuralbayeva, Senior Lecturer in Economics, School of Social Science and Public Policy, King’s College London
Timothy Foreman, Research Scholar, International Institute for Applied Systems Analysis (IIASA)

102 The role of institutional investors in ESG: Diverging trends in U.S. and European corporate
governance landscapes

Anne Lafarre, Associate Professor in Corporate Law and Corporate Governance, Tilburg Law School

112 How banks respond to climate transition risk
Brunella Bruno, Tenured Researcher, Finance Department and Baffi, Bocconi University

118 How financial sector leadership shapes sustainable finance as a transformative opportunity:
The case of the Swiss Stewardship Code

Aurélia Fah, Senior Sustainability Expert, Asset Management Association Switzerland (AMAS)

GOVERNANCE OF CORPORATES

126 Cycles in private equity markets
Michel Degosciu, CEQ, LPX AG
Karl Schmedders, Professor of Finance, IMD
Maximilian Werner, Associate Director and Research Fellow, IMD

134 Higher capital requirements on banks: Are they worth it?
Josef Schroth, Research Advisor, Financial Stability Department, Bank of Canada

140 From pattern recognition to decision-making frameworks: Mental models as a game-changer
for preventing fraud
Lamia Irfan, Applied Research Lead, Innovation Design Labs, Capco

148 Global financial order at a crossroads: Do CBDCs lead to Balkanization or harmonization?

Cheng-Yun (CY) Tsang, Associate Professor and Executive Group Member (Industry Partnership), Centre for Commercial Law
and Regulatory Studies (CLARS), Monash University Faculty of Law (Monash Law)

Ping-Kuei Chen, Associate Professor, Department of Diplomacy, National Chengchi University

158 Artificial intelligence in financial services
Charles Kerrigan, Partner, CMS
Antonia Bain, Lawyer, CMS



DEAR READER,



In my new role as CEQ of Capco, | am very pleased to welcome
you to the latest edition of the Capco Journal, titled Balancing
Innovation and Control.

The financial services and energy sectors are poised for
another transformative year. At Capco, we recognize that this is
a new era where innovation, expertise, adaptability, and speed
of execution will be valued as never before.

Success will be determined based on exceptional strategic
thinking, and the ability to leverage innovative new technology,
including GenAl, while balancing a laser focus on risk and
resilience. Leaders across the financial services and energy
industries recognize the transformative benefits of strong
governance while needing to find the optimal balance between
innovation and control.

This edition of the Capco Journal thus examines the critical
role of balancing innovation and control in technology, with
a particular focus on data, Al, and sustainability, with wider
corporate governance considerations. As always, our authors
include leading academics, senior financial services executives,
and Capco’s own subject matter experts.

| hope that you will find the articles in this edition truly thought
provoking, and that our contributors’ insights prove valuable,
as you consider your institution’s future approach to managing
innovation in a controlled environment.

My thanks and appreciation to our contributors and our readers.

Annie Rowland, Gapco CEQ



REVOLUTIONIZING DATA GOVERNANGE
FOR Al LARGE LANGUAGE MODELS

XAVIER LABRECQUE ST-VINGENT | Associate Partner, Capco
VARENYA PRASAD | Principal Consultant, Capco

ABSTRACT

In an artificial intelligence (Al) enabled organization, traditional data governance practices face challenges due to the
complexity of Al algorithms, utilization of unstructured data, dynamic data transformations, integration with external data
sources, and the lack of interpretability in Al models. To overcome these challenges, financial institutions can deploy
strategies to increase transparency, refine metadata for unstructured data, and foster collaboration. Furthermore, data
ownership and stewardship roles demand evolution in the Al-driven landscape. Ownership now encompasses Al models,
algorithms, and insights. To address the needs of stakeholders and ensure responsible Al usage, collaboration, technical
expertise, and a focus on governance and compliance become crucial. By adapting their data governance frameworks to
accommodate the unique challenges presented by Al, financial institutions can maximize the value of Al technologies while
maintaining data quality and trustworthiness. This transformation in data governance is essential for financial institutions
to capitalize on the benefits of Al and maintain a competitive edge in the industry.

1. INTRODUCTION

Traditional data governance practices and risk maturity models
are rendered obsolete or inadequate in the era of artificial
intelligence (Al) adoption, particularly with the emergence of
advanced technologies such as large language models (LLMs)
like ChatGPT. Financial institutions are aggressively pursuing
Al implementation to gain competitive advantage, aiming to
optimize both employee and customer experiences. However,
the rapid evolution of Al introduces significant challenges
related to data privacy and transparency, necessitating a
fundamental reboot of data governance within organizations.
In response, we have developed a comprehensive framework
tailored to address these concerns, enabling financial
institutions to not only navigate the complexities of Al
integration but also to capitalize on opportunities presented
by “generative pre-trained transformers” (GPT) Al in specific
Use cases.
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2. THE EARLY PROMISE: MAXIMIZING
VALUE WITH Al

Generative Al's appeal has captivated many and we are now
faced with a new paradigm in which traditional data governance
practices and risk maturity frameworks have become
obsolete or inadequate. The GenAl use cases underscore
the empowerment of employees by facilitating rapid access
to information, a task that traditionally consumed hours. This
holds particular significance for business functions striving for
efficiency gains and superior customer experiences. Moreover,
Al offers the tantalizing prospect of driving innovation through
dynamic machine learning algorithms.

Embracing comprehensive transformations is essential for
ensuring readiness and to avoid being left behind in this
fiercely competitive industry. However, it is imperative for
organizations to recognize that outdated governance practices
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and risk frameworks no longer suffice in this era of Al. Vigilant
oversight remains crucial, yet advancements in Al-driven
automation can streamline processes, reducing reliance
on manual reviews. Organizations must prioritize adapting
governance principles and frameworks to seamlessly integrate
Al technologies.

3. THE CHALLENGE: REDEFINING DATA

In this Al-enabled world, the very essence of data has
undergone a profound transformation, where “language
is data” emerges as a cornerstone principle. Language,
encompassing human speech, text, emotions, and sentiments,
emerges as a primary source of input data, marking a
departure from the conventional use of structured data. This
shift is particularly pronounced in Al applications, notably
those leveraging natural language processing, which thrive
on the amalgamation of structured and unstructured data.
Table 1 underscores the pivotal role of unstructured data in
capturing nuanced and diverse information often overlooked
by traditional structured datasets.

As datasets evolve into a blend of structured and unstructured
data, ensuring data quality becomes paramount to its
suitability for Al consumption. The suitability of data for Al
ingestion critically depends on its quality, as it directly shapes
the resulting outputs. Language analysis and sentiment
classification necessitate the nuanced interpretation of
human language, demanding governance frameworks to
adapt accordingly. These frameworks must vigilantly monitor
for corrupt tainted data, extract pertinent insights, and flag
potential issues, underscoring the necessity for agile and
robust governance structures in this Al-driven landscape.

14
In this Al-enabled world, the very

essence of data has undergone a
profound transformation, where
“language 15 data™ emerges as a
cornerstone principle. 99

To tackle these challenges, our methodology helps ensure
that risks are well understood and mitigated through the
clear definition of use cases and establishment of guardrails
for regulatory and audit purposes. For financial institutions to
reap the benefits of GenAl, they need to focus on the most
fundamental challenge of governing their data in an Al-
enabled world.

3.1 Traditional data governance
is no longer sufficient

With the rapid advancement of Al technology, we are
witnessing a surge in new models and the creation of fresh
data for various purposes. Though their inner workings may
seem complex, their potential to revolutionize large institutions
is undeniable. By addressing issues of data lineage, biases,
and unintended consequences head-on, we enable a future
where Al empowers us all.

The effectiveness of governing Al hinges on the data it
uses and how transparent its uses/algorithms are. There
are numerous challenges that are now present for financial
institutions to overcome (Figure 1).

Table 1: Unstructured data eases the capture of rich and diverse information that traditional structured data might miss

« Data with a high degree of organization;
follows a predefined model or schema.

« Explicitly defined in columns and rows.

Definition

« Data lacking a predefined data model; lacks

a consistent structure.

« Often required to convert raw data into a usable format.

» Word documents, PDF, emails, blogs, news articles,
research journals, etc.

o Tabular data
« Databases

« Images

Data sources « Spreadsheets such as Excel, « Audios
Google Sheets )

« Videos

 Online forms

« Social media posts and commentary

27/
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Figure 1: Challenges to risk management and governance in an Al-enabled environment

1. COMPLEXITY 2. TRANSPARENCY 3. DYNAMIC 4. REGULATORY 5. DATA QUALITY 6. DYNAMIC
OF AI' DATA AND EXPLAINABILITY NATURE OF Al COMPLIANCE AND TRUST DATA ECOSYSTEM

Traditional Al algorithms Rapid Evolving regulatory Ensuring data Data is constantly
governance lack transparency advancements in landscapes, quality and evolving, with
frameworks struggle and explainability Al technologies especially trustworthiness in New sources,
with the complexity compared to outpace the concerning data Al-driven processes formats, and
and variety of Al traditional statistical capabilities privacy and ethical demands more volumes emerging
data sources, which methods, raising of traditional Al use, require sophisticated rapidly. Traditional
include unstructured concerns about governance governance governance governance
and semi- bias and ethical frameworks, leading frameworks to mechanisms to frameworks may
structured data. implications of to gaps and leaving adapt accordingly. tackle Al data struggle to keep
Al decisions. organizations characteristics such pace leading
vulnerable to risks. as bias and to gaps in data
data drift. governance
coverage and
effectiveness.

As Al becomes more prevalent, governance practices must ¢ Unstructured data: Al thrives on unstructured data such

adapt accordingly. We need to ensure the same level of as text, images, and audio, which often lack clear lineage

oversight for Al data and models as we do for traditional data. metadata. Traditional data lineage tools and techniques

This is essential to maintain high quality and trustworthiness, are designed for structured data, making them

especially when it comes to the impact on clients. To meet ill-equipped now.

this demand, data governance teams must stepupandplaya o pynamic data transformations: Al models continuously

crucial role in navigating this new era of Al. Let us examine a evolve and adapt as they ingest new data and learn

couple examples to illustrate. from feedback. This dynamic nature of Al introduces a
challenge as any previously captured lineage and data

3.1.1 EXAMPLE 1: DATA LINEAGE IN AN transformations will require at least constant updates, if

Al-ENABLED ORGANIZATION not near real-time. Traditional lineage tools may struggle to

Data lineage, a fundamental aspect of traditional data keep pace with the rapid changes in Al models and data.

governance, refers to the ability to track the origin, movement, « Integration with external data sources: Al applications

and transformations of data throughout its lifecycle. In a often rely on external data sources, such as third-party

traditional data environment, where data flows are relatively datasets and APIs, which may not provide comprehensive

straightforward and well-defined, establishing data lineage lineage information. Integrating external data sources

is often feasible through manual documentation and into the enterprise data ecosystem introduces

tracking mechanisms. third-party governance, which further complicates the

task of establishing end-to-end lineage.
However, when Al is introduced into the enterprise, traditional g g

data lineage practices face significant challenges due to * Interpretability and explainability: Al models are

several reasons: often characterized by their lack of interpretability and
explainability, making it challenging to understand the
o Complexity of Al algorithms: Al algorithms, particularly rationale behind their decisions. Without clear visibility
deep learning models, constantly evolve, making it difficult into how Al models utilize and transform data, establishing
to trace how data inputs are processed and transformed meaningful data lineage becomes elusive.

to produce outputs. Unlike traditional systems where data
transformations are explicitly defined, Al algorithms learn
and adapt based on complex patterns within the data,
rendering manual lineage tracking impractical.
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Table 2: Al considerations for data governance have a key role in defining the future operating model

FOCUS AREA DESCRIPTION Al CONSIDERATIONS FOR FINANCIAL INSTITUTIONS

Data governance
team

Data governance
policy

Data stewardship

Data
classification

Data quality
management

Metadata
management

Data security
and privacy

Data governance
tools

Training and
education

Compliance
and audit

A dedicated team responsible for overseeing the
implementation and management of data governance
initiatives. This team typically includes data stewards,
data architects, and compliance officers.

A set of guidelines and rules that outline the principles,
objectives, and responsibilities of data governance
within the organization. This policy provides a framework
for the implementation and enforcement of data
governance practices.

Data stewards are assigned to specific data domains
or business areas and are responsible for ensuring the
quality, integrity, and security of the data within their
domain. They act as the custodians of the data and
enforce data governance policies and standards.

The process of categorizing data is based on its sensitivity,
criticality, and regulatory requirements. This classification
helps determine the appropriate level of protection and
access controls for different types of data.

A set of processes and practices aimed at ensuring the
accuracy, completeness, and consistency of data. This
includes data profiling, data cleansing, and data validation
activities to improve data quality.

The management of metadata, which provides information
about the data, including its structure, definitions,
relationships, and lineage. Metadata management helps to
improve data understanding and facilitates effective

data governance.

Policies, procedures, and controls to protect data from
unauthorized access, breaches, and ensure compliance
with privacy regulations. This includes access controls,
encryption, data masking, and monitoring of data usage.

Software tools and technologies used to support and
automate data governance activities. This includes data
cataloguing tools, metadata management tools, data
quality tools, and data lineage tools.

0Ongoing training and education programs to raise
awareness about data governance, promote best

practices, and ensure that employees understand
their roles and responsibilities in data governance.

Regular monitoring and audits to assess compliance with
data governance policies and regulatory requirements.
This includes internal and external audits to identify any
gaps or non-compliance and taking any corrective actions.

Does your team have the right skillset to support the
governance of GenAl models?

How does the data governance policy address the specific
considerations and challenges associated with Al, such as
transparency, explainability, and bias mitigation?

How will data stewards work with Al teams to ensure that
Al'models are trained on quality data and that the outputs
are accurate and reliable? Are stewards able to determine
if the data is fit-for-purpose?

How will data classification consider Al-specific
requirements, such as identifying sensitive data used
for training Al models or identifying data subject to
regulatory compliance?

How will data quality management address the unique
challenges posed by Al, such as evolving data models and
the need for ongoing monitoring and validation of Al model
inputs and outputs? How will considerations of ethics and
bias impact data quality measurements?

How will metadata management capture and document
the specific characteristics of Al models, including the
algorithms, training data, and validation processes used?
How will unstructured data be catalogued?

How will data security and privacy measures address
the unique risks associated with Al, such as protecting
sensitive training data and ensuring privacy in Al-driven
decision-making processes?

How will data governance tools integrate with Al platforms
and technologies to enable effective management and
oversight of Al models and their associated data?

How will training and education programs address the
specific knowledge and skills required to understand and
effectively govern Al technologies, including Al ethics, bias
mitigation, and explainable Al?

How will compliance and audit processes assess the
adherence to Al-specific regulatory requirements and
ethical standards? Will audits include reviewing Al

model development and decision-making processes?

29/



GOVERNANCE OF TECHNOLOGY | REVOLUTIONIZING DATA GOVERNANCE FOR Al LARGE LANGUAGE MODELS

To address these challenges, organizations can implement
strategies to increase algorithmic transparency, enriching
metadata for unstructured data, fostering cross-disciplinary
collaboration, and continuously improving lineage practices.
These approaches aim to enhance the understanding
and tracking of data origin, movement, and transformations in
Al environments.

3.1.2 EXAMPLE 2: DATA OWNERS AND STEWARDS ARE NOW
CONSTRAINED TO GOVERN Al DATA

Traditionally, data ownership and stewardship roles are often
assigned to specific departments or individuals responsible for
managing and maintaining data assets within their respective
domains. However, with Al, the scope of data ownership
expands beyond traditional boundaries. Ownership now
extends to encompass not only the raw data but also the
Al models, algorithms, and derived insights generated from
that data.

With the integration of Al into enterprise workflows, the roles
and responsibilities associated with data ownership and
stewardship must evolve to address the unique challenges
and opportunities presented by Al technologies. In this Al-
driven landscape, where language itself becomes a form
of data, there emerges a wider range of stakeholders. This
expansion of stakeholders necessitates not only retraining

but also broader engagement across the organization.
This demands a holistic approach that emphasizes cross-
functional collaboration, technical expertise, and a heightened
focus on governance and compliance. The data governance
team, therefore, needs to be retrained and upskilled to
develop a deeper understanding of Al principles, algorithms,
and techniques. The team will need to work closely with legal
and compliance, data scientists, machine learning engineers,
researchers, etc., to establish guidelines for responsible Al
usage, monitor adherence to these guidelines, and address
any ethical or legal concerns that may arise.

3.2 The solution: To embrace Al effectively,
revolutionize your data governance

Data governance must boldly evolve across all its core functions
alongside the rise of GenAl. As these tools and technologies
advance, the expertise of subject matter specialists becomes
essential in assessing data quality, enhancing their quality, and
confirming their viability for algorithmic modeling.

To begin, financial institutions should assess current
governance practices to identify strengths and weaknesses
to understand how to align with strategic objectives. In this
evolving landscape, the outlined considerations presented in
Table 2 will need to be addressed by data leaders as they are
key differentiators to enable organizations to perform their role
to the best of their ability.
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4. CONCLUSION

Traditional data governance frameworks face significant
challenges when integrating Al technologies due to the
complexities introduced by unstructured data, opaque
algorithms, and dynamic data flows and transformations. As
Al'is embraced, strategies can be implemented to evolve data
governance practices to ensure transparency, accountability,
and ethical use of data.

Data ownership and stewardship roles also need to evolve
in the Al-driven landscape. Ownership expands to include
Al models, algorithms, and insights. Collaboration, technical
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expertise, and a focus on governance and compliance are
important to address the needs of stakeholders and ensure
responsible and ethical Al usage.

To effectively embrace Al, financial institutions must
revolutionize their data governance and start leveraging
advanced tools and techniques for managing Al data. They
should assess current practices, align them with objectives,
and address key considerations like data quality, lineage,
ownership, and compliance. This will help them navigate Al
complexities and seize opportunities in specific use cases.
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