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Safety in Numbers: Toward
a New Methodology for
Quantifying Gyber Risk

Sidhartha Dash - Research Director, Chartis Research
Peyman Mestchian - Managing Director, Chartis Research

Abstract

For financial institutions, safeguarding against cyber attack is now
about more than just protection — increasingly it means managing
cyber risk effectively across the organization. In modern, diffuse
networks, such as those in most large banks, allocating risk across
multiple network nodes (defined here as IT infrastructure, assets,
and points of access) is vital to developing comprehensive strate-
gies for managing cyber risk. Central to this is quantifying the risk.
We believe that current scoring and statistically oriented models
for cyber risk quantification are based on flawed assumptions, and
fail to answer several key questions. We propose a methodology for
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quantifying cyber risk that incorporates the physical network in the
organization, and the behavior and characteristics of individuals and
processes in that network — including the actions they take to mit-
igate cyber risks. In addition, as allocating and attributing risk are
central to modifying the behavior of institutions and individuals, en-
abling organizations to easily attribute and allocate risk to specific
nodes and edges of the network is central to our method. This paper
provides a high-level summary of the approach, and highlights how
it differs from, and improves on, existing models of cyber risk quan-
tification.
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INTRODUCTION: BEYOND PROTEGTION

Financial institutions (Fls) are waking up to cyber risk, but often treat
it as less important than other types of risk. They tend to concentrate
on cybersecurity, or protection: safeguarding information by pre-
venting, detecting, and responding to cyber attacks, and identifying,
assessing, and prioritizing potential threats. But to protect against
the growing number of cyber attacks worldwide, they now have to
manage their cyber risk.

FIs have standards’ for dealing with cyber risk, and often apply them
widely. But these standards, most of which are fairly basic, are really
only a starting point. By focusing largely on cybersecurity, Fls are
neglecting several vital elements of managing cyber risk: locating
areas of high risk (systems, processes, and so on), identifying the
cause of that risk, quantifying the risk, and developing proper insur-
ance and capital adequacy strategies to cope with it. Being able to
accurately allocate and attribute cyber risk is essential if FIs and
individuals are to change the way they deal with it.

We define “cyber risk” as the risk of losses due to the failure or
lack of cybersecurity systems. Crucially, cyber risk is complex
— multidimensional, dynamic, and often hard to manage.

This is distinct from cybersecurity. As with many terms in risk
management, definitions of cybersecurity vary. At a basic lev-
el, cybersecurity is the technology and processes used by an
organization to protect its IT systems from malicious cyber
attacks. Many definitions go further, to include protecting sys-
tems from any damage or unauthorized data access, whether
it is malicious or the result of errors and system failures.

The National Institute of Standards and Technology (NIST) de-
fines cybersecurity as “the process of protecting information
by preventing, detecting and responding to attacks.” We have
expanded on this definition, by building on concepts devel-
oped by the Federal Financial Institutions Examination Council
(FFIEC). In our definition of cybersecurity, we broaden the con-
ceptto consider issues around data privacy and breaches that
disrupt an Fl's operations, business, and reputation.

Box 1 - Cybersecurity and cyber risk
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MEASURING THE THREAT IN MODERN NETWORKS

Diffusion is a central feature of modern networks: how people be-
have in the digital world is no longer just about them. A data breach
at a credit card company does not just affect the company, but its
customers, its vendors, and its customers’ vendors. Similarly, when
a hacker or cyber criminal targets a network or individual's com-
puting assets for a distributed denial-of-service (DDoS) attack, the
breach does not just affect the owner of the hijacked asset. Individ-
uals and targets with little connection to the victim can suffer too,
simply because they were unfortunate enough to be on the same
network. Cyber risk is shaped by the behavioral and commercial
characteristics of all the components in an organization, across in-
creasingly complex networks and architectures of “nodes,” which
include the FI's assets and its network access points.

To manage cyber risk effectively, organizations must first be able
to measure it. Existing methods for quantifying cyber risk tend to
calculate a value for cyber risk across an Fl's entire organization.
They also often rely on small amounts of data about infrequent cyber
events, which not only increases the risk that datasets are skewed
by a single extreme event, it also relies on past events to calculate
future losses.

By quantifying cyber risk at a more in-depth level, Fls can manage it
in a more optimal and flexible way, targeting specific areas, process-
es, and people. The data they gather can also help in stress-testing
IT systems, and in meeting regulators” demands for information
about cyber and data security.

1 Among them the International Organization for Standardization (ISO) and International
Electrotechnical Commission (IEC) Information Technology 27001 and 27002 framework
(collectively 1ISO 27001/27002); and the National Institute of Standards and Technology
(NIST) Framework for Improving Critical Infrastructure Cybersecurity Version 1.0 (the
“NIST Framework”).
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ANEW APPROACH

To address the limitations of current approaches, we have devel-
oped a new methodology for quantifying cyber risk. It uses an Fl's
physical IT network as a base to create “exposure network,” via
which cyber risks can be attributed to specific network locations.
The methodology enables Fls to develop a customized approach to
assessing and quantifying cyber risk. It scales well, and can be used
to calculate cyber risk for networks of any size.

It employs tree-like structures to represent attacks on a system (see
Figure 1). “Attack trees,” which consist of multiple levels of connect-
ed nodes, are combined to create an exposure network. The overall
network structure we use is derived from network monitoring and
analysis systems (such as NetFlow), and takes into account IT infra-
structure, threats, mitigating factors (such as antivirus and malware
detection software), and assets (such as confidential records and
customer data).

Asset node
o Access node
Q
e Threat node
o o
Q
[o] o Q
Q Q o]

. f}"o
PAVAVA

Note: A “threat node” is a node with a resident threat that could be
transmitted to other nodes.
Source: Chartis Research

o

Figure 1 - A simple attack tree, showing the route of a potential cyber threat
through a network of assets and access points

Risk assessment and
evaluation

Cyber risk Risk identification
management strategy

and framework

Attribution

(locating areas of
high cyber risk and
identifying the cause
of that risk)

EFFECTIVE CYBER RISK MANAGEMENT: COVERING ALL THE
ELEMENTS

For most firms, suffering a cyber breach is not a question of if, but
when; or even how often. To operate effectively and stay stable —a
state now increasingly demanded by law — they must manage their
cyber risk. Table 1 summarizes the key elements of cyber risk man-
agement.

By considering all aspects of cyber risk, firms can:

Identify potential system weaknesses (and evaluate them).
Identify the specific areas most affected by cyber risk.

Quantify risk in various locations.

Use insurance (where relevant) to cover high-risk areas.

Select and design appropriate strategies for managing cyber risk.
Include cyber risk management in broader strategies and frame-
works linked to wider operational risk (including financial crime,
reputational risk, and customer relationship management), liquidity
and credit risk, enterprise stress testing, and capital adequacy.

The current approach taken by most Fls is shown in the shaded ar-
eas of Table 1. So while they identify potential threats, and assign an
overall value to them, they neglect the crucial elements of attribu-
tion, insurance, strategy, and quantification.

Insurance
(insuring against
losses from cyber
attacks; mitigating
the cost, if not the
event)

Quantification
(measuring risk)

Ongoing monitoring
and auditing

Note: the shaded areas show most firms” current approaches, which focus more on identifying and evaluating risk, rather than managing it.

Source: Chartis Research

Table 1 - The key elements of cyber risk management
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QUANTIFYING GYBER RISK: WHY AND HOW

Quantification is a key pillar of cyber risk management — put simply,
you can't manage what you don't measure. And not only does quan-
tifying cyber risk accurately help FIs manage it, it also enables them
to answer some key business questions:

m How can we persuade the board to spend money on cyber risk
management before it is too late, rather than waiting till after we
suffer a catastrophic cyber attack?

m Where should we spend our budget for cyber risk management
(software, hardware, training)?

m Cyber risk management is an expanding industry, but how do we
know we have spent our money wisely?

m How do we ensure that employees and other stakeholders take
cyber risk management seriously?

m How do we ensure that once risks are identified, they are attribut-
ed to the correct cause?

How do we stress-test IT systems?
How do we accurately calculate the impact of cyber risk on our
operational risk capital?

VULNERABLE TO ATTACK: THE PROBLEM WITH EXISTING
APPROACHES

Standard cyber risk quantification models share a problem that is
common to general operational risk frameworks: they tend to be
statistical methods with a very high dimensional fit and a very high
sensitivity to initial conditions. Most “valuation” models provide a
statistical analysis of the whole organization to give a single, firm-
wide value for cyber risk. A finer level of scrutiny is either non-exis-
tent, or poorly handled.

Existing approaches range from purely statistical analysis of inci-
dents in the firm itself (or in comparable firms) to a more systemic
analysis of the physical network structure. Popular approaches tend
to focus on event statistics and frequency-based models, models
that are based on the fundamental assumptions that cyber crimes
are regular and repeatable. However, we believe this view is in-
accurate: cyber crime is irregular, unpredictable, and constantly
changing; historical cyber crime events are not necessarily a good
indicator of future ones.

What is more, when Fls quantify or evaluate risk they fail to take
into account an organization’s network characteristics, behavioral
issues, and operational and commercial characteristics.
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m Network characteristics: connections between nodes or groups
of nodes, locations of mitigating factors in the network, and the
general network architecture.

m Behavioral issues and operational characteristics: the culture at
the Fl, the experience/training of its staff, and its consideration of
cyber risk when it defines its processes and best practices.

m Commercial characteristics: the company's insurance, liabilities,
contractual arrangements, etc.

Valuation models are vulnerable for a number of reasons:

m Theydepend on high dimensional fitting models, which are based
on complex mathematics involving large numbers of polynomials.

m They depend on low-frequency events.

m They use data from past events to predict future losses (cyber
crime changes relatively quickly, however, so this kind of anlysis
works best with recent data).

m They use one-dimensional event frameworks, which are not
suitable for complex long-running and highly compounded risks,
such as cyber risk (which combines IT, business, and information
risk) or conduct risk.

m They have no mechanism to link specific behavior to low-fre-
quency events.

Developers and users of valuation models could learn much from
firms in other safety-critical industries, such as energy companies —
many of which have specific techniques for managing their risk. And
cyber risk teams often lack the communication standards that their
counterparts in market and credit risk have taken for granted, with
standard quantification strategies such as Value-at-Risk (VaR) and
expected shortfall.

Our new methodology looks to rectify this. By identifying the physi-
cal, commercial, and behavioral aspects of networks, we can ana-
lyze complex network behavior, and model the impact not only on the
Fl in question but on every entity in its information network.

TOWARD A NEW METHODOLOGY: BOTTOM-UP VERSUS
TOP-DOWN

The method we propose aims to:

m Simulate how likely cyber attacks are to propagate in the pres-
ence of standard mitigants (such as anti-virus software and net-
work barriers).

m Compute the VaR from the simulated loss distribution.
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This “bottom-up” approach captures and aggregates all relevant en-
terprise processes, giving risk professionals a comprehensive eval-
uation of a firm's cyber risk exposure. It contrasts with “top-down”
techniques, which consider the whole organization, and which may
incorrectly identify some risks, or incorrectly estimate correlations
between individual risks.

Our approach provides insight into the relative and absolute eco-
nomic costs of cyber attacks, and it can operate on physical com-
puter networks at any level of detail, and aggregate as many attack
trees as required. It also allows regulators to specify benchmark or
reference architectures for different lines of business (such as retail
brokerage, exchange infrastructure, payment infrastructure, etc.).

EXPOSING RISK TO MANAGE RISK

Our methodology uses “exposure networks” to pinpoint and attri-
bute risk in an Fl. By combining attack trees, an exposure network
identifies a network of connected nodes. Each connection between
nodes has a set of properties that are distinct from the two nodes
that create it, essentially breaking down overall cyber risk into small-
er categories. A typical exposure network for a single Fl is shown in
Figure 2.

The methodology builds on the concept of exposure networks de-
veloped in a wide variety of financial markets.? To develop the con-
cept, the probability of specific events is used to define the network
edges and topology. Once created, exposure networks can be used
to identify specific areas that are exposed to high levels of cyber
risk and, through the connections to other nodes, identify whether
the risk originates from other areas, or if it could spread to other
connected nodes.

Exposure networks are powerful because they enable us to create
more realistic networks by enhancing them with a variety of com-
mercial, behavioral, and related characteristics. Hence, for example,
we could enhance the basic sub-networks included in our method-
ology to include behavioral characteristics. These might include
the decision to regularly run anti-virus software or modify exposure
based on the availability of legal remedies. And, as we have effec-
tively generated attack trees of unlimited depth, this allows us to
model the true complexity and multidimensional nature of cyber risk.
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Exchange
p connections
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4 Payment end
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ATMs)

Source: Chartis Research

Figure 2 — An example of an exposure network, in which each node represents
an aggregation of multiple nodes

To test the idea that network structure affects cyber risk, we
created a sample network, belonging to a universal bank with
four equal divisions (retail banking, transactional banking,
investment banking, and retail brokerage). The results of the
analysis highlighted big differences in cyber risk VaR between
the four divisions. Retail banking accounted for most of the cy-
ber risk that our sample bank was exposed to: between 55%
and 77% of the total, depending on the strength of the mitiga-
tion applied to the network.

If we assume that the universal bank held $250 bin in notional
assets, the total cyber risk VaR was calculated at $234 min, of
which retail banking accounted for more than half, at $129 min.
The retail brokerage came next with $48 min, followed by
investment banking ($45 min) and transactional banking
($12 min).

Box 2 - Putting theory into practice

2 Amini, H,, R. Cont, and A. Minca, 2016, “Resilience to contagion in financial networks,”

Mathematical Finance 26:2, 329-365
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CONGLUSION

Fls already widely apply standards for cyber risk, but these are often
a basic minimum, and provide only an initial structure for tackling
the issue. Cyber risk is intricate and multidimensional: it depends on
the physical, behavioral, and commercial characteristics of all the
components of an organization, linked in a complex interconnected
network. Current models for quantifying cyber risk can produce an
overall value for it, but they struggle to identify the sources of risk.
Ultimately, these gaps in functionality make cyber risk management
solutions less effective.

In our new methodology for quantifying cyber risk, a firm's physi-
cal IT network is used as a base to create exposure networks with
nodes that consist of IT infrastructure, threats, security, and assets.
The various properties assigned to nodes allow the network to cap-
ture all aspects of cybersecurity more completely. Not only does the
methodology give a holistic view of a firm’s cyber risk, it also offers
a customizable approach to assessing and quantifying cyber risk.

One key strength of our methodology is that it can be scaled — any
number of attack trees can be used to generate exposure networks;
only with very large networks will there be limits in the computation-
al power available. Even at the bigger end of the scale, techniques
to aggregate nodes (or remove insignificant ones) can reduce the
computational burden, allowing us to use even larger exposure net-
works, and even allowing us to create exposure networks that span
multiple firms, if necessary. Another key benefit of the methodology
is that it can focus on network sections of any size or structure; by
removing system sections that are not of interest, we can remove
them from the analysis, so that it focuses only on the relevant areas.

A central focus of the methodology is attributing and allocating risk
to specific processes and sectors, which allows the responsibility
for risk to be assigned effectively —identifying who should be tasked
with managing and reducing it. Allocation and attribution provide ac-
tionable, dynamic views of the cyber risks within combined physical
and network structures, and are essential in ultimately modifying the
behavior of firms and individuals.
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