THE GAPGO INSTITUTE

JOURNAL

OF FINANCIAL TRANSFORMATION

GOVERNANGE OF TECHNOLOGY

Implementing data governance:
Insights and strategies from
the higher education sector

PATRICK CERNEA | MARGARET KIERYLO

—

BALANCING

INNOVATION & CONTROL

#59 JUNE 2024




THE CAPGO INSTITUTE

JOURNAL OF FINANCIAL TRANSFORMATION

Editor
Shahin Shojai, Global Head, Capco Institute

Advisory Board

Lance Levy, Strategic Advisor
Owen Jelf, Partner, Capco
Suzanne Muir, Partner, Capco
David Oxenstierna, Partner, Capco

Editorial Board

Franklin Allen, Professor of Finance and Economics and Executive Director of the Brevan Howard Centre, Imperial
College London and Professor Emeritus of Finance and Economics, the Wharton School, University of Pennsylvania
Philippe d’Arvisenet, Advisor and former Group Chief Economist, BNP Paribas

Rudi Bogni, former Chief Executive Officer, UBS Private Banking

Bruno Bonati, Former Chairman of the Non-Executive Board, Zuger Kantonalbank, and President, Landis & Gyr Foundation
Dan Breznitz, Munk Chair of Innovation Studies, University of Toronto

Urs Birchler, Professor Emeritus of Banking, University of Zurich

Elena Carletti, Professor of Finance and Dean for Research, Bocconi University, Non-Executive Director, UniCredit S.p.A.
Lara Cathcart, Associate Professor of Finance, Imperial College Business School

Géry Daeninck, former CEO, Robeco

Jean Dermine, Professor of Banking and Finance, INSEAD

Douglas W. Diamond, Merton H. Miller Distinguished Service Professor of Finance, University of Chicago

Elroy Dimson, Emeritus Professor of Finance, London Business School

Nicholas Economides, Professor of Economics, New York University

Michael Enthoven, Chairman, NL Financial Investments

José Luis Escriva, President, The Independent Authority for Fiscal Responsibility (AIReF), Spain

George Feiger, Pro-Vice-Chancellor and Executive Dean, Aston Business School

Gregorio de Felice, Head of Research and Chief Economist, Intesa Sanpaolo

Maribel Fernandez, Professor of Computer Science, King’s College London

Allen Ferrell, Greenfield Professor of Securities Law, Harvard Law School

Peter Gomber, Full Professor, Chair of e-Finance, Goethe University Frankfurt

Wilfried Hauck, Managing Director, Statera Financial Management GmbH

Pierre Hillion, The de Picciotto Professor of Alternative Investments, INSEAD

Andrei A. Kirilenko, Reader in Finance, Cambridge Judge Business School, University of Cambridge

Katja Langenbucher, Professor of Banking and Corporate Law, House of Finance, Goethe University Frankfurt
Mitchel Lenson, Former Group Chief Information Officer, Deutsche Bank

David T. Llewellyn, Professor Emeritus of Money and Banking, Loughborough University

Eva Lomnicka, Professor of Law, Dickson Poon School of Law, King’s College London

Donald A. Marchand, Professor Emeritus of Strategy and Information Management, IMD

Colin Mayer, Peter Moores Professor of Management Studies, Oxford University

Francesca Medda, Professor of Applied Economics and Finance, and Director of UCL Institute of Finance

& Technology, University College London

Pierpaolo Montana, Group Chief Risk Officer, Mediobanca

John Taysom, Visiting Professor of Computer Science, UCL

D. Sykes Wilford, W. Frank Hipp Distinguished Chair in Business, The Citadel

1/



CONTENTS

GOVERNANCE OF TECHNOLOGY

08

20

26

32

40

50

56

60

70

Data and Al governance
Sarah Gadd, Chief Data Officer, Bank Julius Baer

“Data entrepreneurs of the world, unite!” How business leaders should react to the emergence
of data cooperatives

José Parra-Moyano, Professor of Digital Strategy, IMD

Revolutionizing data governance for Al large language models
Xavier Labrecque St-Vincent, Associate Partner, Capco
Varenya Prasad, Principal Consultant, Capco

Municipal data engines: Community privacy and homeland security
Nick Reese, Cofounder and COO, Frontier Foundry Corporation

Human/Al augmentation: The need to develop a new people-centric function to fully benefit from Al
Maurizio Marcon, Strategy Lead, Analytics and Al Products, Group Data and Intelligence, UniCredit

Building FinTech and innovation ecosystems

Ross P. Buckley, Australian Research Council Laureate Fellow and Scientia Professor, Faculty of Law and Justice, UNSW Sydney

Douglas W. Arner, Kerry Holdings Professor in Law and Associate Director, HKU-Standard Chartered FinTech Academy,
University of Hong Kong
Dirk A. Zetzsche, ADA Chair in Financial Law, University of Luxembourg

Lucien J. van Romburg, Postdoctoral Research Fellow, UNSW Sydney

Use and misuse of interpretability in machine learning

Brian Clark, Rensselaer Polytechnic Institute
Majeed Simaan, Stevens Institute of Technology
Akhtar Siddique, Office of the Comptroller of the Currency

Implementing data governance: Insights and strategies from the higher education sector
Patrick Cernea, Director, Data Strategy and Governance, York University, Canada
Margaret Kierylo, Assistant Vice-President, Institutional Planning and Chief Data Officer, York University, Canada

Al, business, and international human rights
Mark Chinen, Professor, Seattle University School of Law



GOVERNANCE OF SUSTAINABILITY

82 Government incentives accelerating the shift to green energy
Ben Meng, Chairman, Asia Pacific, Franklin Templeton
Anne Simpson, Global Head of Sustainability, Franklin Templeton

92 Governance of sustainable finance
Adam William Chalmers, Senior Lecturer (Associate Professor) in Politics and International Relations, University of Edinburgh
Robyn Klingler-Vidra, Reader (Associate Professor) in Entrepreneurship and Sustainability, King’s Business School
David Aikman, Professor of Finance and Director of the Qatar Centre for Global Banking and Finance, King’s Business School
Karlygash Kuralbayeva, Senior Lecturer in Economics, School of Social Science and Public Policy, King’s College London
Timothy Foreman, Research Scholar, International Institute for Applied Systems Analysis (IIASA)

102 The role of institutional investors in ESG: Diverging trends in U.S. and European corporate
governance landscapes

Anne Lafarre, Associate Professor in Corporate Law and Corporate Governance, Tilburg Law School

112 How banks respond to climate transition risk
Brunella Bruno, Tenured Researcher, Finance Department and Baffi, Bocconi University

118 How financial sector leadership shapes sustainable finance as a transformative opportunity:
The case of the Swiss Stewardship Code

Aurélia Fah, Senior Sustainability Expert, Asset Management Association Switzerland (AMAS)

GOVERNANCE OF CORPORATES

126 Cycles in private equity markets
Michel Degosciu, CEQ, LPX AG
Karl Schmedders, Professor of Finance, IMD
Maximilian Werner, Associate Director and Research Fellow, IMD

134 Higher capital requirements on banks: Are they worth it?
Josef Schroth, Research Advisor, Financial Stability Department, Bank of Canada

140 From pattern recognition to decision-making frameworks: Mental models as a game-changer
for preventing fraud
Lamia Irfan, Applied Research Lead, Innovation Design Labs, Capco

148 Global financial order at a crossroads: Do CBDCs lead to Balkanization or harmonization?

Cheng-Yun (CY) Tsang, Associate Professor and Executive Group Member (Industry Partnership), Centre for Commercial Law
and Regulatory Studies (CLARS), Monash University Faculty of Law (Monash Law)

Ping-Kuei Chen, Associate Professor, Department of Diplomacy, National Chengchi University

158 Artificial intelligence in financial services
Charles Kerrigan, Partner, CMS
Antonia Bain, Lawyer, CMS



DEAR READER,



In my new role as CEQ of Capco, | am very pleased to welcome
you to the latest edition of the Capco Journal, titled Balancing
Innovation and Control.

The financial services and energy sectors are poised for
another transformative year. At Capco, we recognize that this is
a new era where innovation, expertise, adaptability, and speed
of execution will be valued as never before.

Success will be determined based on exceptional strategic
thinking, and the ability to leverage innovative new technology,
including GenAl, while balancing a laser focus on risk and
resilience. Leaders across the financial services and energy
industries recognize the transformative benefits of strong
governance while needing to find the optimal balance between
innovation and control.

This edition of the Capco Journal thus examines the critical
role of balancing innovation and control in technology, with
a particular focus on data, Al, and sustainability, with wider
corporate governance considerations. As always, our authors
include leading academics, senior financial services executives,
and Capco’s own subject matter experts.

| hope that you will find the articles in this edition truly thought
provoking, and that our contributors’ insights prove valuable,
as you consider your institution’s future approach to managing
innovation in a controlled environment.

My thanks and appreciation to our contributors and our readers.

Annie Rowland, Gapco CEQ
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ABSTRACT

This article explores the critical role of data governance in the context of higher education. The authors highlight the
strategic importance of establishing comprehensive data governance frameworks to enable data-informed decision-
making and argue that data governance can enhance strategic enrollment management, efficiency and effectiveness, and
enable innovation. The authors present a detailed exploration of the strategies for building data governance capabilities
within higher education institutions. They outline the process of setting data governance goals, selecting operating models
for data governance, considering resourcing models, defining roles and responsibilities, establishing data governance
committees, and identifying metrics to assess progress. Practical applications of data governance, including metadata
management, data quality management, and ensuring regulatory compliance and ethical use of data, are discussed
to illustrate how institutions can enhance their data environment. The authors conclude by exploring future trends and
emerging issues in data governance within higher education, pointing to the lag in data governance advancement
compared to other sectors and the imperative for post-secondary institutions to adopt robust data governance frameworks

to remain competitive and innovative.

1. INTRODUCTION

1.1 The data environment

Organizations — including institutions of higher education —
agree that data is critical to management and decision making.
Over the past several decades, digitalization and the use of
data have expanded into every corner of higher education
institutions, including universities and colleges. Departments
have become increasingly data-driven, relying on data for their
daily operations. As the number of data creators and users
has grown, so too has the variety of approaches to collecting,
producing, distributing, and analyzing data. A fully data-driven
post-secondary institution extends beyond using data for
routine tasks, embedding data-derived insights into strategic
and operational decision making at all levels, from front-line
units to senior leadership.
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Despite the widespread acknowledgment of the importance of
these developments, many institutions are still at the formative
stages of developing and implementing comprehensive data
governance frameworks. In Canada, for example, a 2023
survey conducted by the Canadian Association of University
Business Officers (CAUBO) revealed that 47% of higher
education institutions are just beginning their data governance
journeys [Al-Hussein et al. (2023)]. This statistic highlights
that nearly half of Canadian post-secondary institutions
are beginning to realize the importance of systematically
managing their data assets.

Using data well is a core competency for all successful
organizations, and all sectors must continually get better at
it. In the post-secondary context, beyond enabling reporting,
institutions are leveraging data to grow enrollment, enhance
efficiency and effectiveness, and drive innovation. This
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strategic use of data for growth and efficiency sets the stage for
adopting advanced technologies, notably artificial intelligence
(Al). Al algorithms and machine learning techniques are now
being employed to analyze complex datasets, offering insights
that previously required extensive effort. These technologies
are enabling post-secondary institutions to predict trends,
automate tasks, and personalize student experiences. This
evolution in data utilization marks a significant shift in how
institutions approach their strategic goals, illustrating the
dynamic nature of data as a tool for impact and innovation.

Data is fundamental in how we prepare for the future, share
knowledge, and make good decisions. However, transitioning
to a fully data-driven model entails significant planning and
coordination. For many organizations, the full potential of
data and analytics capabilities remains untapped. The key
requirement is not simply more data or more assessment, but
the establishment of systematic data and analytics practices.

In this context, the formulation of comprehensive data
strategies is vital for organizations to harness the power of
their information assets effectively [Powers (2020)]. These
strategies should not only outline the overarching framework
for data utilization but also emphasize the development of key
institutional functions: data literacy and data governance. By
enhancing data literacy, organizations equip their community
with the skills necessary to interpret, analyze, and leverage
data effectively. Simultaneously, data governance ensures the
integrity, security, and ethical use of data [Eryurek et al. (2021)].
Together, these elements create a strong foundation for a data-
driven culture, one that facilitates informed decision making
and fosters innovation across all levels of the organization. In
the post-secondary context, the aim is to transform data into a
strategic asset that enhances teaching and learning, improves
student experiences, allows for the delivery of smarter student

services, enables effective strategic enroliment management,
promotes operational effectiveness, excellence, and efficiency,
and drives institutional innovation.

1.2 What is data governance?

Data governance encompasses the practices, policies,
processes, standards, and metrics required to manage data
as an asset [DAMA (2017)]. Its purpose is to utilize data
effectively and efficiently in support of organizational goals.
Data governance has a symbiotic relationship with data
management: data governance establishes data policies
and procedures, while data management implements those
policies and procedures to aid in decision making.

We can illustrate this distinction by using data quality as
an example:

o Data governance involves establishing data quality
standards (e.g., the acceptable levels of data accuracy,
completeness, and consistency), specifying the roles
and responsibilities related to data quality (e.g., the
responsibilities of “data stewards” and “data custodians”),
and creating policies and processes that dictate how data
quality should be maintained and enhanced.

» Data management involves the practical implementation
of these policies, standards, and procedures. This includes
day-to-day operations and technologies used to ensure
data meets established quality standards. Activities under
data management may include data quality controls (e.qg.,
using software tools to monitor and report on data quality),
conducting data quality audits, and undertaking data
cleansing and improvement efforts.

An overview of data governance and its relationship to a
typical university planning framework is provided in Figure 1.

Figure 1: Data governance in a typical university planning framework
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1.3 Key data governance terms

To provide a foundational understanding of data governance,
it is important to understand the core terms and concepts
that make up this field. This section delves into key data
governance terminologies, offering insights into their
meanings and implications within an organization. Key data
governance terms include:

« Data: refers to all quantitative and qualitative information
that is collected, stored, managed, analyzed, and utilized
across various organizational departments and functions.

Data custodian: generally, the individual who is
responsible for the technical management and security
of a particular data system or dataset.

Data domain: generally, a specific category or subject
area of data within the organization. It is a broad area of
data that contains a set of similar or related data elements,
such as financial data and human resources data.

Data steward: generally, a senior manager who is
responsible for the data in one or more data sub-domains.
Data stewards are usually required to be experts in data
within their data sub-domain(s).

Data sub-domain: generally, a subset or a specific
aspect of a data domain. It is a smaller, more specific area
of data (that is part of a larger data domain), such as staff
profile data, payroll data, and employee safety data.

Data trustee: generally, a senior executive who is
accountable for the data in one or more data domains.
Data trustees usually have decision-making authority
regarding the authoritative sources of data that are
managed and created by the central unit.

Metadata: structured, descriptive information about data
elements and data assets that provides context, facilitates
understanding, and enables effective management,
discovery, and usage. For instance, for a “student ID” data
element, the metadata might include a definition and a
validation rule.

Principal data: core data that is essential for the
organization’s operations and decision-making processes.
This data is used to identify, describe, and manage the
primary aspects of the organization. At higher education
institutions, principal data includes information about
students, alumni, staff, faculty, academic programs

and services, organizational and financial structures,

and physical space. Principal data is often synonymous
with “master data”.
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» Reference data: the sets of predefined, permissible
values or categories that are used within the organization’s
systems and databases to classify, organize, and ensure
the consistency of data. This data provides context and
structure to transactional and operational data, enabling
accurate data interpretation, reporting, and analysis.

At higher education institutions, reference data includes
country codes, currency codes, and program
classification codes.

1.4 Making the case for data governance

Data governance facilitates better decision making and
operational efficiency and effectiveness primarily through
improved metadata, data quality, data protection and
compliance, and other data management policies and
procedures. There are two main reasons to embrace data
governance: increasing the value of data and reducing risks
associated with poor data management.

1.4.1 INCREASING THE VALUE OF DATA

Today’s data environment, characterized by growing volume,
complexity, and Al breakthroughs, makes data governance
essential for organizations to maintain or gain a competitive
advantage. Enhanced visibility over data assets, increased
data literacy, standardized data language, and improved
data quality all contribute to making data more valuable,
thus improving business outcomes. Companies such as
Airbnb, GE Aviation, and Uber all leverage data governance
to enhance decision making [Atlan (2023)]. In a 2023 survey
of the Canadian higher education sector, 41% of universities
and colleges highlighted supporting decision making as a key
outcome of data governance at their institution [Al-Hussein et
al. (2023)].

1.4.2 REDUCING RISKS

The evolving data landscape brings increased regulatory
requirements, exemplified by the European Union’s General
Data Protection Regulation (GDPRY), which highlights the legal
implications of data mismanagement and risks like security
breaches, revenue loss, and reputational damage [E.U.
(2016)]. Data governance is crucial for risk management. In
the Canadian higher education sector, 18% of universities and
colleges highlighted ensuring compliance as a key outcome of
data governance at their institution [Al-Hussein et al. (2023)].
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2. BUILDING DATA
GOVERNANGE CAPABILITIES

This section highlights key considerations in the development
of data governance programs. Outlined below are five
principles that guided the implementation of data governance
at our university.

» Strategy should drive data governance efforts: data
strategies should inform data governance processes as
they provide a comprehensive roadmap to effectively
manage and leverage data assets. By aligning data
governance processes with an overall data strategy,
institutions can ensure that their data governance efforts
are focused and relevant to their specific needs and
objectives. In the Canadian higher education sector, 21%
of universities and colleges highlighted the lack of a
business case as a roadblock to data governance adoption
[Al-Hussein et al. (2023)].

e Communication is essential: since data governance
fundamentally involves people, institutions often find that
it is crucial to focus on clear and frequent communication.
Effective communication strategies are vital to successfully
implement data governance, as they ensure that
stakeholders are aligned and engaged with institutional
data governance initiatives.

« Data governance efforts should be focused:
institutions should start their data governance journey
by focusing on key data domains and initiatives. Data
governance is often misunderstood or seen as a high-level
strategic initiative, making quick wins essential. Focusing
data governance efforts also streamlines resource allocation.
In the Canadian higher education sector, 45% of universities
and colleges highlighted capacity risk as a roadblock to data
governance adoption [Al-Hussein et al. (2023)].

» Data literacy should be prioritized: data literacy is
crucial for effective data governance. All members of the
organization, regardless of their role or unit, should develop
a basic understanding of data and its significance. This
facilitates better collaboration, informed decision making,
and more effective data governance practices. In the
Canadian higher education sector, 55% of universities and
colleges highlighted a lack of data literacy as a roadblock to
data governance adoption [Al-Hussein et al. (2023)].
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« Data governance implementation requires robust
change management: institutions should pay special
attention to change management, especially in the early
stages of data governance implementation when goals
and deliverables are ambiguous. In the Canadian higher
education sector, 58% of universities and colleges
highlighted a lack of change management as a roadblock
to data governance adoption [Al-Hussein et al. (2023)].

2.1 Data governance vision, mission, and goals

Organizations typically begin their data governance journey
by crafting a vision and mission for the program, ensuring
alignment with their overarching data strategy. Although each
organization is unique, Canadian higher education institutions
often have vision and mission statements that emphasize
leveraging data as a strategic asset, ensuring data quality
and security, and fostering data-informed cultures within
their institutions.

The data governance program derives its goals from its vision
and mission. In the context of Canadian higher education
institutions, these goals commonly prioritize enhancing
data quality, maintaining metadata, developing data literacy,
ensuring compliance, fostering a culture of data sharing,
and protecting data assets. These goals help operationalize
data governance initiatives and facilitate tracking progress
against targets.

2.2 Operating models for data governance

Implementing an operating model that aligns with the
organization’s unique data environment and business objectives
is paramount. Centralized, decentralized, and federated models
each have distinct advantages and challenges.

o Centralized data governance: typically consolidates
data governance authority in one department or unit.
Although this model may benefit from uniformity and
consistency, it may suffer from slower decision making
and a lack of functional subject-matter expertise.

¢ Decentralized data governance: distributes authority
across the organization and various departments. This
model promotes agility and customization but may lead to
inconsistencies around data handling, data definitions, and
the implementation of policies and processes.
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» Federated data governance: blends centralized
oversight with decentralized execution. It offers a
compromise between uniformity and flexibility. This
model works well for most organizations, including higher
education institutions.

At our university, we implemented a federated data
governance model in which the central data governance team,
in consultation with key partners such as data trustees and
data stewards, defines policies, standards, and guidelines for
data management. The central data governance team is also
responsible for managing the institutional metadata repository
and developing the university’s data literacy program. Day-
to-day data management activities are handled at the sub-
domain level by data stewards and data custodians, with
support from information technology (IT).

2.3 Resourcing models for data governance

Resource allocation varies by organization size and needs.
Organizations typically consider in-house teams, outsourcing,
or hybrid models based on available resources and expertise.
Decisions should be guided by the nature and duration of
the data governance work. If an organization prioritizes data
quality, does it have the required expertise to undertake that
work? If not, can it hire that expertise? The duration of the work
also plays a crucial role: short-term projects might be better
suited for outsourcing, whereas long-term engagements may
benefit from developing and retaining expertise internally.
For example, organizations might choose to do the metadata
work in-house and outsource for data quality assessments
and cleansing.

2.4 Roles and responsibilities in
data governance

With the resourcing model in place, organizations must
consider additional roles and responsibilities related to data
governance. Stakeholder maps and engagement plans allow
for the identification and involvement of key groups in data
governance activities.

As data governance is often perceived as yielding less tangible
results, organizations typically begin their journey by securing
an executive sponsor to advocate for the data governance
program. Another crucial role is the chief data officer (CDO),
who is responsible for overseeing the data governance
strategy, ensuring data quality, and driving the cultural change
toward data-driven decision making across the organization.
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Organizations ~ subsequently —assign accountability  for
enterprise data by segmenting it into data domains and
sub-domains. Typically, in the higher education sector, data
domains represent broad categories like student, financial,
and human resources data, while sub-domains are more
specific areas within these domains.

Generally, as noted in Section 1.3 above, there are three roles
found in higher education institutions:

 Data trustees: usually senior executives who oversee one
or more data domains.

Data stewards: often senior managers who manage one
or more data sub-domains and are considered experts in
their areas.

Data custodians: typically IT professionals who handle
the technical aspects of data sub-domains, systems,
or both.

Fundamentally, data governance hinges on people and cross-
functional collaboration for success and it permeates the
entire organization.

2.5 Data governance committees

Data governance committees are essential, as they facilitate
decision making and policy development and help advance
operational work. The specific composition of data governance
roles may require creating dual committees alongside various
working groups:

A highly strategic data trusteeship committee or data
governance council that sets the direction for the data
governance program and ensures alignment with the
institutional data strategy.

» A more operational data stewardship committee that plans
and undertakes project work.

» Working groups that reflect data sub-domains, involve
data custodians, or both.

Whatever structure is established, committees should have
clear mandates and goals, involve all relevant stakeholders,
and ensure consistency through regular meetings.
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2.6 Metrics: Measuring the effectiveness
of data governance

Data governance is often underprioritized as an institutional
function because of two key issues: misalignment with
strategic and operational objectives and a lack of tracking data
governance initiatives. Identifying key performance indicators
for each data governance goal is crucial for monitoring
progress and assessing the impact on business operations.

Metrics used to track the progress of data governance
goals might include the number of data stewards identified,
the number of data definitions approved, and measures of
engagement in data governance workshops.

Metrics that measure the impact on operations are harder to
quantify, but they are ultimately critical to showcase value.
They can include efficiency gains due to data governance,
decreased penalties from avoiding regulatory non-compliance,
or time saved due to improved data quality [for examples of
other metrics, see Pansara (2023)].

Data governance measures should be actionable and
top-of-mind for those accountable for data domains and
sub-domains, and progress should be shared with
institutional stakeholders.

3. THREE PRACTICAL APPLICATIONS

With foundational data governance elements established,
organizations can start to undertake data governance work to
enhance their data environment. Three practical applications
include metadata management, data quality management,
and regulatory compliance and ethical use of data. It is
important to note that implementing these initiatives requires
collaboration across various teams. Specifically, improving
data quality requires significant collaboration between the data
governance and data management teams and business units.

To prioritize data governance projects and sub-domains of
focus, organizations typically conduct a business impact
analysis to understand the value and sensitivity of their data
assets while identifying high-risk areas. An instrumental part
of this process is the development of a prioritization matrix
that incorporates criteria such as strategic and operational
alignment, business value, revenue potential, risk mitigation,
and resource availability.

Higher education institutions typically start this prioritization
process by identifying the data most critical to key institutional
initiatives, such as strategic enrolment management. In the
Canadian higher education sector, 68% of universities and
colleges highlighted performance data collection and analysis,
and 63% highlighted enrollment management as key use
cases of data governance at their respective institutions [Al-
Hussein et al. (2023)]. Often, this involves prioritizing student
sub-domains such as “student profile”, “recruitment and
admissions”, and “student advising”, as well as principal and
reference sub-domains such as “principal academic programs
and services” and “reference geographic locations”. The work
undertaken in those sub-domains often begins with a focus
on managing metadata, ensuring data quality, promoting data
literacy, and developing relevant data policies and procedures.

3.1 Metadata management

As noted in Section 1.3, “metadata” is information that
describes and provides context for other data. In essence,
it describes the various aspects of data, like its content,
format, source, and context. Organizations gain visibility and
understanding of their data once they inventory it, define
it, and track its lineage. Metadata management, therefore,
involves ensuring that data is managed with the same rigor
as any other valuable asset. A 2023 survey of post-secondary
institutions found that only 25% of respondents reported
that their institutions have clear and comprehensive data
definitions that adequately cover the nuances of data [Al-
Hussein et al. (2023)].!

Why should organizations undertake metadata management?
Consider the following scenarios:

» Senior management does not fully grasp the intricacies
of the data in an institutional performance report.
The solution might be to define data elements in an
institutional metadata repository.

» An organization is implementing a new customer
relationship management (CRM) software and notices
unnecessary duplication of data assets. The first step
might be to catalog data assets, their content, formats,
and sources.

 An organization wants to improve the quality of its financial
data but does not know where to start. The first step might
be to inventory data elements, enabling them to document
data quality rules and conduct a data quality assessment.

" Results include “strongly agree” and “somewhat agree” out of a 5-point Likert scale ranging from “strongly disagree” to “strongly agree”.
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Given that metadata management is crucial for the proper
governance of an organization’s data assets, applying a set
of best practices will facilitate its successful implementation.
The following are recommendations developed through
operationalizing metadata management at our university:

Establish clear policies and standards: a metadata
guidelines document, for instance, should define the types
of metadata accepted, prescribe standards for writing
definitions, and set standards for cataloging data assets.

Involve stakeholders across departments and units:
metadata management should involve data trustees, data
stewards, data custodians, and subject matter experts.

In creating institutional data definitions, it is essential to
include relevant experts. For instance, when standardizing
reference geographic data, institutions should involve
those who manage and use this data to ensure a
consistent organizational standard.

Provide training opportunities and conduct
awareness campaigns: educate staff on the importance
of metadata management and its effective uses.
Institutions could decide to provide every data trustee,
data steward, data custodian, and subject matter

expert with an onboarding session on the institutional
metadata repository.

Use metadata management tools: specialized tools
and software such as Informatica Enterprise Data Catalog,
Collibra, and Data Cookbook are specifically designed to
help create, store, and retrieve metadata effectively. Tools
should be chosen based on the size and complexity of the
institution and its budget.

Enforce data security and privacy: institutions should
ensure their metadata management practices comply
with security and privacy policies. Additionally, they should
use their metadata guidelines document and onboarding
sessions to communicate these standards. For instance,
data definitions should not include sensitive information.

We began our metadata management journey by defining
terms required for strategic enrollment management and our
digital transformation program. This meant primarily involving
teams from the “student” and “principal academic programs
and services” domains and ensuring integration of data
definitions with relevant dashboards and reports, such as the
university’s enrollment management dashboard.

3.2 Data quality management

High-quality data leads to better decisions, facilitates strategic
planning, and reduces the time employees spend on ad-hoc
assessments, data manipulation, and cleansing. Implementing
transparent processes for managing data quality can also
significantly enhance trust in organizational data. A recent
survey of Canadian post-secondary institutions found that
only 66% of respondents believe their institutions’ data is
trustworthy [Al-Hussein et al. (2023)].

The key to improving data quality sustainably is to establish an
institutional data quality management program. This approach
allows organizations to focus their scope, align data quality
improvements to business outcomes, and streamline resource
allocation. In essence, this enables organizations to;

» Enhance decision making and drive strategic impact
by improving the value and usability of their data.

« Increase efficiency and productivity by streamlining
data processes and minimizing delays caused by
data inaccuracies.

« Improve customer and stakeholder satisfaction through
reliable data-driven services and interactions.

» Reduce risks associated with poor data quality, such
as compliance issues and reputational damage.

» Enable a modern ecosystem of integrated information
platforms and applications, which requires high-quality
data to function properly.

Data quality improvements should have a specific and focused
scope. Since data quality efforts can become costly and time-
consuming, organizations should initially aim for quick wins
and impact on critical business areas. Typically, this is done
by surveying data producers and users to identify the most
significant data quality issues. Improvements should then
be prioritized based on business value. Higher education
institutions usually begin their data quality journey by
addressing student data. According to the Data Management
Body of Knowledge, a systematic approach to data
quality includes:

e Defining high-quality data.
e Defining a data quality strategy.

Identifying critical data and business rules.
e Performing an initial data quality assessment.

e |dentifying and prioritizing potential improvements.

2 Ibid.
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Defining goals for data quality improvement.

Developing and deploying data quality operations including:
- managing data quality rules

measuring and monitoring data quality

— developing operational procedures for managing
data issues

establishing data quality service level agreements
— developing data quality reporting [DAMA (2017)].

Building on this systematic approach, enhancing an
organization’s data quality typically involves implementing a
set of best practices tailored to its specific needs and goals.
To ensure the effectiveness of their data quality management
program, organizations should:

Prioritize data quality work based on sub-domains and
systems critical to the business.

Leverage use cases and data quality process maps as
catalysts for data quality.

Ensure adequate resources are in place in IT to enable
data management functions.

Implement measures to keep low-quality data out of
the organization’s data ecosystem. This often involves
establishing data entry controls and defining data
quality rules.

Leverage tools for data quality profiling (e.g., IBM
InfoSphere Information Analyzer, Collibra), modeling and
“extract, transform, and load” (ETL) processes (e.g.,
Informatica, AWS Glue), metadata management (e.g.,
Informatica Enterprise Data Catalog, Data Cookbook),
incident tracking (e.g., Jira, Zendesk), and data quality
reporting (e.g., Power B, Tableau).

Empower stakeholders responsible for data quality
(e.g., data stewards) to:

- decide if their data is sufficiently complete and accurate
to support business process needs

— set up targets for specific attributes
- set up thresholds for the level of quality acceptable

— establish measures and metrics to track
improvements [HealthIT].

Our university began enhancing data quality in the student
information system by prioritizing the data assets and elements
critical to strategic enrollment management. This effort
primarily involved data stewards and data custodians from
the “student profile” data sub-domain. Initial tasks included
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documenting existing data quality processes, capturing data
quality rules in the institutional metadata repository, and
performing an initial data quality assessment.

3.3 Regulatory compliance and ethical
use of data

In the context of data management, regulatory compliance
and ethical considerations in data usage are of paramount
importance, especially with the rise of technologies like Al
and cloud computing, which have increased the possibilities
for innovative (and unethical) data use. Adhering to legal
standards and ethical guidelines is essential not only to avoid
legal repercussions but also to maintain public trust and
safeguard the rights and privacy of individuals. For readers
of this article, various legislation and regulations could
apply, including:

« the General Data Protection Regulation (GDPR) in the
European Union

the California Consumer Privacy Act (CCPA) in the
United States

international standards like ISO/IEC 27001 for information
security management

sector-specific regulations, such as those in finance and
education (e.g., Ontario’s Ministry of Training, Colleges and
Universities Act).

Ethical use of data goes beyond legal compliance; it
encompasses respect for confidentiality, consent, fairness,
and transparency in data handling. A commitment to ethical
data usage is crucial in building a responsible and sustainable
data culture within organizations.

3.3.1 ETHICAL PRINCIPLES FOR THE USE OF DATA

At our university, this work was undertaken by the Principles
for the Ethical Use of Student Data Working Group, which
had representation from across the university. The group was
tasked with developing guiding principles to ensure ethical
use of student data, aligning with the university’s commitment
to decolonization, equity, diversity, and inclusion (DEDI), and
compliance with institutional values and policies.

Between Fall 2022 and Spring 2023, the working group
focused on developing high-level principles for future projects
and activities involving student data. They balanced various
values, such as student privacy and the duty to act, and
recognized the ongoing debate around ethical principles.
The group emphasized the need for a continuous, fact-
informed discussion.
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The scope of the principles covers all data related to
current and prospective students, and alumni. It includes a
wide range of activities from advising to the use of Al and
learning analytics.

Key principles include:

» Consent: this principle refers to the explicit, informed,
and meaningful agreement given by an individual for their
personal data to be collected, processed, or analyzed for a
specific purpose.

Transparency: this principle refers to the obligation to be
open and honest about organizational data practices. The

principle of transparency facilitates the ability of students

and alumni to provide free and informed consent.

Duty of care: this principle refers to the obligation to take
steps to ensure that data is collected, processed, and used
in a way that does not cause harm.

Obligation to act: this principle is about ensuring that
personal student data is collected, processed, and used in
a way that is aligned to the best interests of students.

Data minimization: this principle refers to collecting,
processing, and using the minimum amount of personal
data necessary to achieve a specific purpose.

Stewardship of data: this principle refers to the
responsible management of data.

These principles reflect emerging practices for ensuring
compliance and ethical data usage. To ensure continued
alignment with best practices, the working group’s
recommendations include developing resources for faculty and
staff to build literacy in interpreting student data, conducting
an annual review of the principles, and implementing a
communication plan. The operationalization of the principles is
currently underway. For instance, when making data requests,
the requestor is required to review and align their request with
the “Principles for the ethical use of student data”. This step
ensures compliance with the established ethical guidelines set
forth for student data usage.

3.3.2 METHODS FOR PRIORITIZING COMPLIANCE AND
ETHICAL USE OF DATA IN BUSINESS OPERATIONS

As Al continues to permeate various sectors including finance,
transportation, healthcare, and higher education, it will
become increasingly important to balance these technologies
against potential ethical risks [Kaushikkumar (2024)]. To
effectively prioritize ethical data usage within an organization’s
operations, organizations need to adopt a strategic approach.
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Formulating comprehensive policies, guidelines, or frameworks
is essential; these should meet legal standards and embody
ethical principles that align with the organization’s strategic
directions while balancing benefits and risks.

Furthermore, it is essential to initiate regular training programs
for employees, focusing on data ethics and legal compliance.
These training sessions are crucial in cultivating a culture of
awareness and responsible data usage.

Another key method is conducting thorough data audits. These
audits play a vital role in verifying adherence to both regulatory
requirements and ethical principles, thereby reinforcing
overall compliance.

Finally, the integration of ethical considerations into decision-
making processes, especially for projects involving personal
data, is critical. This practice ensures that decisions are made
with an ethical lens, not just a legal one, thus embedding a
sense of trust and integrity in business operations.

Together, these methods form a strong framework for ensuring
that compliance and ethical use of data are central to an
organization’s operations [Braunack-Mayer et al. (2020)]. The
integration of ethical considerations into data usage is not
just a legal necessity; it is a cornerstone of building trust and
integrity in business operations. By prioritizing these aspects,
organizations not only protect themselves from legal risks
but also establish themselves as responsible and trustworthy
entities in the eyes of their customers and the public.

4. CONCLUSION AND FUTURE TRENDS

Data governance represents a fundamental shift in how
organizations value and manage one of their most critical
assets: data. This article has provided insights into data
governance within the context of higher education. As we
have demonstrated, data governance is a critical function
as institutions prepare for the future of learning; insights
derived from well-governed data can lead to transformative
outcomes for students, faculty, and the broader community.
Without data governance, an institution’s ability to leverage
data as a strategic asset is limited. As we have explored, the
data governance journey is multifaceted and dependent on
collaboration and coordination, and involves comprehensive
metadata management, a rigorous pursuit of data quality, and
adherence to ethical standards.

Through the establishment of comprehensive data strategies,
higher education institutions can harness the full potential of
their data, enhancing decision making, operational efficiency
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and effectiveness, and innovation. The journey involves not
only the technical aspects of data management but also a
cultural shift towards data literacy and a shared responsibility
for data governance across all levels of the institution.

As we look to the future, several trends and emerging issues
are evident:

o Compared to sectors such as health and finance,
post-secondary institutions have lagged in advancing
data governance as a core competency. Universities and
colleges will seek to unlock the full potential of their data
assets through the implementation of data governance
frameworks [CAUBO (2023)].

¢ The pace of technological innovation may outstrip the
ability for regulatory frameworks to adapt. Al and machine
learning rely heavily on large datasets. Data governance
ensures that the data used to train these systems is not
only high quality and relevant but also ethically used.
This underscores the importance of data governance as
organizations navigate the complexities of an Al-driven
future [Kaushikkumar (2024)]. As regulations evolve to
catch up with technology, organizations with robust data
governance frameworks will be better positioned to remain
agile and competitive in their respective fields.

« Given identified research gaps in data governance, future
research trends will explore data privacy and the evolving
landscape of data governance, with emphasis on the
interplay between Al and data stewardship practices.
Other topics of interest include organizational challenges
related to governance implementation, the impact of Al on
data governance, and cross-border regulatory compliance
[Pansara (2023)].

» Concerns about bias in “Al algorithmic decision support”
will continue. Data governance can assist by ensuring that
datasets are diverse and representative. By monitoring
and managing the composition of datasets (metadata),
data governance can help anticipate and prevent biases
that arise from underrepresented groups or skewed data
samples, leading to more equitable Al outcomes [Davidson
(2023)]. Ethical considerations will become as important
as legal compliance.

e Institutions committed to decolonization, equity, diversity,
and inclusion (DEDI) and Indigenization face the challenge
of navigating an even more complex data governance
landscape. Understanding Indigenous ways of knowing
and Indigenous data systems will be crucial in supporting
Indigenous data sovereignty [Animikii, 2022].

As we have demonstrated, the role of data governance in
higher education will only continue to grow in importance.
Implementation requires a commitment to continuous
improvement, collaboration, and alignment with institutional
priorities. Moreover, data governance efforts should be
focused, targeting areas of greatest impact and importance.
Prioritizing data literacy is essential, as it empowers individuals
across the institution to effectively interpret data and apply
insights to enable informed decision making. Finally, change
management is required to navigate the complexities of data
governance implementation successfully. By prioritizing data
governance and committing to effective data management,
post-secondary institutions can ensure they are well-
positioned to meet the challenges of the 21st century, driving
innovation and excellence in higher education.
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